Has the continued proliferation of spam caused computer users to alter their online behavior? There are many online behaviors such as online shopping, posting to newsgroups, and visiting chat rooms that are documented to contribute to the increased reception of spam, or commercial e-mail. Has the increased dissemination of spam caused users to reduce or curtail these types of online activities? This study looks at this issue and what methods users have undertaken to reduce the amount of spam received such as antispam e-mail filtering programs and which of these programs users found effective. Finally, this study examines how computer users approach the issue of imposing some type of e-mail tax as a means of removing the financial incentive enjoyed by spammers at being able to send out an almost limitless number of nearly free commercial e-mail ads, and that users are overwhelmingly against any type of e-mail tax.
H ow do you define spam, otherwise known as commercial e-mail? Although almost any e-mail user can identify the nearly ubiquitous and mostly unwanted (Grimes et al., in press ) commercial message in his or her inbox, a concrete definition recognized and agreed on by most industry experts and legislators still does not exist. Is spam simply any unwanted or unsolicited e-mail message? Does spam have to possess a commercial aspect? Is there a difference between legitimate commercial e-mail marketing and spam, as most trade and advertising organization contend (Johnson, 2003) ? In the CAN-SPAM Act of 2003, the U.S. Congress did not specifically define spam but did define commercial electronic message as "any electronic mail message the primary purpose of which is the commercial advertisement or promotion of a commercial product or service" (p. 3).
In this study, the question was posed to a sample of 142 e-mail users whether an increase in the number of commercial e-mail messages had any bearing on users' online activities, especially online activities that are documented methods spammers use for acquiring e-mails lists, such as chat rooms, online shopping, and posting to newsgroups.
The study also examined other ways users sought to avoid spam such as through the use of antispam filtering programs and whether they would support any type of e-mail tax as a means of removing the financial advantage enjoyed by spammers at being able to send out an almost limitless number of nearly free commercial e-mail messages.
508 Social Science Computer Review slightly expanded list of usability characteristics (e.g., Constantine & Lockwood, 1999) . Much of the current usability concern, however, seems to focus on the Web. Neilson's (e.g., 2000) critiques of Web usability are well known and frequently cited and show continued, pervasive usability problems. Furthermore, Teo, Oh, Liu, and Wei (2003) contend that commercial Web sites are receiving insufficient notice in usability analyses.
It is not surprising, therefore, that the issues of spam and e-mail usability have received even less interest. Nonetheless, given the importance of e-mail in general communication (Ashlund & Pemberton, 1996) , the application of usability principles to this arena is crucial. In particular, user satisfaction may be greatly affected by the spam problem, yet in the general usability literature it may be somewhat less addressed than are effectiveness and efficiency (Lindegaard & Dudek, 2003) .
A difference in the case of e-mail, however, is that some other user behaviors outside of e-mail may exacerbate the spam problem within e-mail, and thus usability is further affected because users do not receive immediate feedback on their actions, nor are all the consequences clearly visible (e.g., Constantine & Lockwood, 1999) . Several studies suggest that posting to mailing lists, publishing e-mail addresses on Web sites, posting to newsgroups, and purchasing items advertised by spammers are some of the leading online activities that allow spammers to acquire e-mail addresses for their voluminous mailing lists. The British-based security firm Mirapoint and the market research firm The Radicati Group surveyed e-mail users about their online habits, and their studies suggest that purchasing the products advertised by spammers is providing financial incentive for spammers to continue plying their trade (WebIndia123.com, 2005) . The U.S. Federal Trade Commission (FTC), the government agency responsible for combating spam and other questionable marketing activities, conducted its own study regarding online activities that seemingly promote users receiving spam and seems to confirm what the other studies document. In the FTC study (2002) , the commission found that 86% of e-mail addresses posted to Web pages received spam, as did 86% of e-mail addresses used for newsgroup postings. The FTC study also concluded "chat rooms are virtual magnets for [spammers'] harvesting software. One address . . . received spam nine minutes after it was first used."
To address the problem, how users perceive the problem and its potential solutions also need to be addressed. Grimes et al. (in press) found that 95% of a sample of e-mail users reported receiving "unsolicited e-mail messages offering or attempting to sell you a product or service." A concrete definition for spam recognized and agreed on by most industry experts and legislators does not, however, exist. It is possible, therefore, that users providing their own definition might consider other aspects of e-mail to be spam. For example, is spam simply any unwanted or unsolicited e-mail message? Does spam have to possess a commercial aspect? Is there a difference between legitimate commercial e-mail marketing and spam, as most trade and advertising organization contend (Johnson, 2003) ?
Potential solutions as well need to be usable. Grimes et al. (in press ) also found that most users' only action taken against spam was to delete it. Although much of the discussion on spam has focused on technical solutions to the problem, such as filtering (e.g., Grimes, 2004) , the impact on users and all aspects of usability have received little attention.
Therefore, in this study, a sample of 142 e-mail users was surveyed on their personal definitions of spam, the numbers of commercial e-mail messages they receive, and online activities, especially online activities that are documented methods spammers use for acquiring e-mails lists such as chat rooms, online shopping, and posting to newsgroups. The study also examined possible solutions to spam, such as through the use of antispam filtering programs and whether they would support any type of e-mail tax as a means of removing the financial advantage enjoyed by spammers at being able to send out an almost limitless number of nearly free commercial e-mail messages. It was hypothesized that from a usability standpoint, spam appears to be a detriment to the efficiency and efficacy of e-mail as a communications service (Preece, Rogers, & Sharp, 2002) and that unless a means can be found to stem the continued unabated proliferation of spam, this may eventually force a sizeable portion of e-mail users to seek another form of communication.
Method
A convenience sample of participant volunteers was recruited from academic settings, including faculty meetings and classes, and from nonacademic venues, such as social gatherings and workplace settings, where approved by management. Completed surveys were collected from 142 e-mail users. The 142 participants included 67 females (47.2%), 74 males (52.1%), and 1 (0.7%) who did not specify gender. Respondents ranged in age from 18 to 61 (M = 35.7, SD = 17.9), with 5 respondents declining to report their ages. The respondents were divided into two age groups: 18 to 35 (44 male and 38 female, M age = 23.7, SD = 5.46) and 36 to 61 (30 male and 25 female, M age = 47.9, SD = 6.88).
Respondents completed a 20-question survey to assess their attitudes on commercial e-mail messages, whether the amount of commercial e-mail messages had increased or decreased in the previous few months, whether the amount of commercial e-mail messages had any influence on any of their online activities, and what measures they had used and/or favored to eliminate or reduce the amount of commercial e-mail they received.
The respondents were first asked, "How do you define spam?" This was an attempt to ascertain how their views on what constitutes spam compared or differed with the array of IT industry definitions.
They were next given a 5-point, Likert-type scale on which to indicate how they feel about receiving spam, anchored by 1 (strongly dislike) and 5 (strongly like).
Respondents were next asked, "Approximately how many commercial and non-commercial e-mail messages they receive each day." Users were also asked to qualify their responses by stating if this figure was less than, the same as, or more than the previous 3-month period and the previous 6-month period.
To further qualify the respondents' earlier response that they disliked spam, the respondents were asked to state why they disliked spam. The choices were: dislike spam because of the amount of spam received, dislike spam because of the content of spam ads (e.g., porno ads, ads to grow body parts, etc.), dislike spam because of the deceptive nature of spam e-mail messages (e.g., fake return addresses, deceptive or misleading subject lines, etc.).
Respondents were next asked if they used e-mail less now because of the amount of spam they receive, and if they do, what they use in place of e-mail. Possible choices included: instant messaging, fax, telephone, nothing, or other.
Respondents were next asked to identify any and all online activities that spam has caused them to reduce. The activities mentioned are activities that have been documented as methods spammers use to harvest e-mail addresses for their mailing lists (FTC, 2002) . The choices presented were: online shopping, registering at online stores or support sites, posting to newsgroups, publishing Web pages, participating in chat rooms.
Respondents were asked if they would be in favor of incorporating an e-mail tax as an attempt to eliminate the huge financial incentive and advantage spammers possess (Grimes, 2004; Weiss, 2003) . For respondents who answered affirmatively, follow-up questions asked how much of a tax they would be willing to pay. Possible answers ranged from more than 1 cent per e-mail messages to less than one one-hundredth of a cent per e-mail message. For users who answered that they would not be in favor of any type of e-mail tax, the follow-up question asked why they opposed an e-mail tax. Possible answers were: e-mail is free and should remain free, no reliable means to indicate e-mail messages with a tax from e-mail messages without a tax, too many problems deciding who would collect or receive the tax (i.e., local municipalities, state governments, federal government, etc.).
Spam filters are considered a reasonable and sometimes effective means of reducing the amount of spam users receive (Weiss, 2003) , and respondents were next asked if they had ever tried or used a spam filter. They were given a list of 15 spam filters and asked to indicate each that they had either tried and/or used and how effective each filter was in reducing spam. Effectiveness was on a 5-point, Likert-type scale anchored by 1 (not very effective) and 5 (very effective).
According to two British market research firms, the greatest (or worst depending on your perspective) incentive an e-mail user can give a spammer or any commercial e-mail ad is to purchase an advertised product (WebIndia123.com, 2005) . Johnson (2003) , however, says that approximately 36% of all e-mail recipients who receive commercial e-mail messages eventually purchase an item. Respondents were asked if they had ever purchased an item from a commercial e-mail ad. For those who answered in the affirmative, a follow-up question asked how many times they have purchased an item from a commercial e-mail ad. The choices were once, 2 to 5 times, 5 to 10 times, and more than 10 times.
The following demographic information was requested: sex, age, and occupation. Respondents were also asked to rate their level of computer expertise on a 5-point, Likert-type scale anchored by 1 (beginner) and 5 (computer expert).
Results
The diverse array of answers to the initial question, "How do you define spam," mirrors the general confusion and diversity of answers typically found today in the IT industry. The users (who were offered several definitions of spam) defined spam as
• "All bulk e-mail" (15.5%).
• "All bulk e-mail attempting to sell me a product" (7.7%).
• "All bulk e-mail attempting to sell me a product from a company I have not previously done business with" (16.9%).
• "All bulk e-mail either with deceptive or misleading information (e.g., misleading subject lines, no opt-out, faked return addresses, etc.) or that is pornographic in nature" (26.7%).
• "All e-mail I don't want" (42.3%).
Another study (Mailshell, 2003) seems to confer this lack of agreement as to what defines spam, reporting spam as: random commercial e-mail promoting pornography, unwanted business opportunities, and so on, (97%); any e-mail sent by a company with whom you have no prior relationship (88%); chain letters, virus hoaxes, and so on, sent to you by someone you know (59%); any unwanted e-mail sent by companies with whom you have purchased something before (53%); mass distribution of any e-mail you don't want (jokes, political views, fundraisers, etc.) sent by someone you know (44%); any e-mail you don't want (30%).
Previous studies (Grimes et al., in press; Weiss, 2003) suggest that users do not need to receive a large volume of spam each day before developing a strong dislike for bulk e-mail advertising. In this study, users were next asked, "Approximately how many spam messages they receive each day." Figure 1 shows the distribution of the average number of spam messages received daily by the respondents.
An attempt was made to correlate the amount of spam received each day to the users' attitude on spam based on a 5-point, Likert-type scale (1-strongly dislike, 2-dislike, 3-no opinion, 4-like, 5-strongly like). In this study, 72.5% of the respondents indicated that they "strongly disliked" spam (SD = 1.2) Figure 2 shows the breakdown of opinions on spam.
There does not appear to be any correlation between the amounts of spam received each day and users' attitudes on spam. Users who expressed a strong dislike for spam received anywhere from 0 (< 1) spam messages per day to 90 spam messages per day. The greatest distribution of users who stated that they strongly disliked spam reported receiving between 10 and 20 spam messages per day.
Respondents were also queried on why they disliked spam. There was no significant difference between male and female respondents who stated they disliked spam because of the amount of spam they received (69.7%). When asked if they disliked spam because of the nature and content of the spam ads (e.g., porno ads, ads to increase the size of body parts, etc.), there was borderline significance between male and female respondents, χ 2 (1, n = 136) = 3.652, p = .056, with female respondents (39.71%) indicating their dislike just slightly more than male respondents (36.03%). As for disliking spam because of the deceptive nature of spam ads (67.6%), there was no statistical significance between male and female respondents or along age comparisons. Despite the percentage of users who strongly dislike spam (72.2%), only 54.2% of the respondents indicated that they had ever tried using any type of antispam filtering programs, and those users who had tried some type of filtering program most reported only moderate effectiveness in filtering spam. Among respondents who had tried some type of antispam filtering program (n = 77), there were significantly more male (61.04%) respondents who had tried a filtering program than female (38.96%) respondents, χ 2 (1, n = 137) = 4.247, p = .039. One tactic that virtually every expert agrees would eliminate or at least greatly reduce the volume of spam sent to most e-mail users is the removal of the financial incentive marketers possess in using bulk e-mail as an advertising medium (Grimes, 2004; Weiss, 2003) . By some estimates, spammers can reach approximately 750 to 800 e-mail users for every 1 cent spent on bulk e-mail advertising. But setting aside for a moment the legal and logistical arguments against an e-mail tax (e.g., how much to tax, who collects the tax, how is it collected, can it be collected from outside the United States, etc.), the users in this survey, despite their overwhelming dislike for spam, adamantly were against any type or amount of a tax on e-mail. Users were asked if they would be in favor of a small e-mail tax if it would help eliminate spam.
In this survey only 15.5% of the users stated they would be in favor of imposing any amount of a tax on e-mail, even to eliminate or reduce spam. The reasons respondents gave for opposing an e-mail tax include
• "E-mail is free and should remain free" (63.3%).
• "No reliable means to indicate e-mail messages with a tax from e-mail messages without a tax" (18.3%).
• "Too many problems deciding who would collect/receive the tax (i.e., local municipalities, state governments, federal government, etc.)" (26.1%). Out of the 15.5% of the respondents who did favor some type of e-mail tax, most (77.3%) favored a tax substantial enough to remove the financial incentive out of spamming-at least one tenth of 1 cent or greater.
The respondents were asked if receiving spam has caused them to change any of their online behavior or activities, especially activities that have been documented to contribute to an increase in spam, such as online shopping, using chat rooms, and posting to newsgroups (FTC, 2002) , and if receiving spam has caused them to use e-mail less. The proliferation of spam and the increase in spam that most users reported during the previous 6 months apparently has not frightened them away from this nearly ubiquitous form of communication.
In this study, 10.6% of the users indicated that spam has caused them to use e-mail less. As far as altering their online behaviors and activities, 61.9% of respondents reported that spam has caused them to alter or reduce one or more of their online activities. Among the users who reported a reduction in online activities (n = 88), 46.6% say they have reduced the amount of online shopping they do (ironic because this is the very activity that spammers are seeking to increase), 32.9% say they have reduced the amount of newsgroup postings they do, 76.14% say they register less at online sites, and 30.7% say they have cut back on participating in chat rooms. Of all the online activities that users reported reducing, only males posting to newsgroups (22.73%) showed any statistical significance between male and female (10.23%) respondents, χ 2 (1, n = 88) = 7.820, p = .005. Because the intent of commercial e-mail is to sell products, respondents were asked if they had ever purchased a product advertised via e-mail. According to a 2003 report published by the Direct Marketing Association, one of the largest direct mail trade associations, approximately 36% of all users who receive commercial e-mail make a purchase (Johnson, 2003) . However, an online survey conducted in March 2003 by Mailshell (2003) found that only 8% of their respondents admitted purchasing from spammers.
In this study 98.0% of respondents indicated they had never purchased a product from a commercial e-mail or spam ad (0.7% indicated they were not sure, and 0.7% left the response blank). Users in this study did not make a distinction between ads from companies they had done business with previously and ads they had received in so-called cold e-mail.
Discussion
E-mail has not only survived for the past 35 years since it was invented in 1971 by Ray Tomlinson but has become a basic staple of communication in the information age. E-mail now takes many forms-client based, Web based, PDA based, appliance based, and so on-and users have come to expect a certain level of efficiency that spam disrupts, mainly in monetary terms for industry-"spam costs businesses $87 billion each year in the United States alone" (Allman, 2003, p. 69 )-but also from a usability standpoint for users-"For a third of all e-mail users about 80 percent of the messages received are spam" (Goodman, Heckerman, & Rounthwaite, 2005, p. 43) .
Despite the scorn and outrage most users have for spam, they still do not appear to be motivated enough to take much action personally to prevent spam. Users report that they strongly dislike spam because they are offended by the nature of the ads, which are often both pornographic and deceptive, and by the increasing amount of spam they are reporting that they are Grimes / Online Behaviors and Spam 513 receiving. Most users have not even tried installing an antispam filtering program despite the fact that there are numerous filters available for free or at very low cost. One possible explanation could be the continuing arms race between spammers and software engineers, a race that the spammers appear to be winning. "One of the most infuriating aspects of spam is that it changes continually to adapt to new attempts to stop it. Each time software engineers attack spam in some way, spammers find a way around their methods" (Goodman et al., 2005, p. 43) .
Despite the scorn most users have for spam and its disruptive nature on an otherwise efficient and low-cost means of communications, most users have not reduced their reliance on e-mail and also have not altered their online activities because of the amount of spam they receive, even online activities that are well documented as vehicles for spammers to gather e-mail addresses (FTC, 2002) . Fortunately, from most indications, only a very small percentage of e-mail users are providing direct monetary incentive to spammers by purchasing the items listed in the spam ads.
Finally, this study examines how computer users approach the issue of imposing some type of e-mail tax as a means of removing the financial incentive enjoyed by spammers at being able to send out an almost limitless number of nearly free commercial e-mail ads. Agreeing with the contention from numerous critics that "these proposals require too much coordination from many parties to succeed" (Weiss, 2003, p. 24) , users in this study were overwhelmingly against any type of e-mail tax. For now, users seem content to place the onus for removing, eliminating, or reducing spam on technology, legislative action, or a combination of both.
